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What is Information Security?

The Practice of protecting information and information 
systems from unauthorized access, use, disclosure, 

disruption, modification, perusal, inspection, recording 
or destruction regardless of form (electronic, physical, 

etc…)
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Information Security Focus
• Physical

– Computer Rooms
– Offices
– Workstations
– Mobile Devices
– Sensory (Visual, Hearing)

• Logical
– User IDs/Passwords
– Appropriate Access
– Email



Regulations and Policies
• FERPA (Family Educational Rights and Privacy Act)
• PCI (Payment Card Industry)
• PII (Personally Identifiable Information)
• Digital Millennium Copyright Act of 1998
• University of Nebraska Executive Memorandum 16 

(Policy for Responsible Use)
• University of Nebraska Executive Memorandum 26 –

Gramm Leach Bliley Compliance  (Safeguards to 
Protect Covered Data and Information)



Information Impacted
• Original Source

– Campus Mainframe
– Campus Servers (Department Applications)
– Departmental Workstations (sensory)

• Downloaded Data (Databases, Spreadsheets, 
Reports)
– Departmental Servers
– Departmental Workstations (sensory and hard 

drive)
• Email

– Body of Email
– Attachments containing Data



Ways to Protect Information
• Work with Minimum Required for Job

– Risk Reduction
• User ID/Passwords
• Server Physical Location
• Screen Position – Screen Locking
• Security of Mobil Devices with Access (Email and 

Network)
• Data Storage Considerations 

– Workstation vs. Server
– Data Classification



Ways to Protect Information
• VPN on Non-Secure Wireless Connections
• Verbal discussion of Protected Data

– Phones, Hallways, Break Areas
• Review Business Processes

– Employee Checklist
• Application and Network Access Removal

• Education



Training Available at UNL
• SANS Security Awareness Training

– 32 Modules each are 2-5 minutes in Length

– Security.unl.edu/video-training

– Complete the Request Access form

– More Information on Modules: 
https://www.securingthehuman.org/media/resourc
es/pdfs/security-awareness-brochure.pdf







Information Security Management 
• Ongoing – business and technology changes

• Minimize Risks
– Likelihood of something bad happening

• Minimize Vulnerabilities
– Weakness to information asset

• Minimize Threats
– Manmade potential to cause harm



WHAT CAN YOU DO TO HELP 
PROTECT UNIVERSITY 
INFORMATION?
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